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1. General information

goAML is an integrated and modular system designed to fit the needs of any Financial Intelligence Unit. The
goAML solution is executed in the following steps — collection, collation, analysis (rule-based, risk score and
profiling), case workflow and intelligence dissemination. The data sent by the financial institutions goes to a
common database and becomes accessible to the FIU analysis staff. The goAML system then permits data for
analysis. goAML processes and analyzes high volumes of reports on suspicious transactions or cash
transactions of any kind. The reports are fully populated with all the information needed for analysis to
begin, from full customer details through to transactional details for multiple time frames. The system also
permits electronic data collection and dissemination from other Sources such as Tax and Law Enforcement

authorities, Property Registrars, Vehicle Registrars etc.

Notes:

= The fields marked with * are mandatory fields and must be filled in.

» Implied mandatory fields are required, but are not indicated visually as mandatory. However, if are
not filled in submitted reports will be rejected when reporting transactions.

= There are several fields which you can unfold. By clicking on the plus sign, more fields will appear
which you can fill out.

= All greyed out fields are disabled and cannot accept any entry.

= Allfields without a label must be skipped and no entry is required.

= Fill all field for which you have the information.

» Do not refresh the page as the contents of the form will be lost.
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2. Register

To register your organization in goAML at FIU Curacgao, choose Register a new Organization on the goAML
portal home page. To register additional reporting person for an existing reporting organization choose

Register a new Person on the goAML portal home page.

@ FIU Curacao ) UNODC

TR %
Welcome '
- R

This is the FIll Curagao, unusual transaction reporting website, Only authorized users allowed. Y \ ‘

LOGIN >>

Register Contact
Please note that in order to get access to the For more information on goAML please contact
system, you first need to register as a reporting the Request Processing Unit at rpu@unodc.org

entity under “Register as an Organisation”. Once  or phone (+43-1) 26060-4661
the registration process has been succesfully
completed, you can log in with the credentials
you have previously defined.

This content can be customised under the Site’
Content area "Responsive Home Page Column
Two"

€ 2020 UNODC, All rights reserved. Version 4.7.0.0
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2.1 Register as Organization
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Note: Fill in all fields.

2.1.1. Reqistering Organization

The first part of the Organization form is to collect the details of the organization itself.

Registration Type

Plaase selact the typa of organization you ara ragistering as, and then entar your organization details
Entity type:
® Reporting Entity
Stakeholder
Supervisory Body

Registering Organization

Organization Business Type™ | s financial

Yes | ® No
Legal Name® acronym
Chamber of Commerce Swift/Bic
number=
Commercial Name™ Incorporation Legal Form -
Incorp. City

Incorp. Country | Name of holding company

Contact Person™ Email*
URL
Phones )

Addresses &)
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Entity type : Reporting Entity (only active choice) will load as default.

Organization Business Type* : Choose the sector for your organization from the dropdown list.

is financial : Make a choice between Yes and No depending on your sector. Choose Yes for financial
institution.

Legal Name™ : Fill in organization legal name as registered at Chamber of Commerce (KvK).

acronym : Fill in an appropriate acronym for your organization.

Chamber of Commerce number™* : Found on the excerpt from Chamber of Commerce (KvK uittreksel).
Attach a certified copy hereof to the web form.

Swift/Bic : Only applicable for financial institution.

Commercial Name* : As registered at Chamber of Commerce (KvK) excerpt.

Incorporation Legal Form : Choose according to your legal form from the dropdown list and is implied
mandatory.

Incorp. City : Name of the city and is implied mandatory.

No Label : No entry required and must be skipped.

Incorp. Country : Choose country from dropdown list and is implied mandatory.

Name of holding company : Fill in holding company legal name as registered at Chamber of Commerce
(KVK).

Contact Person* : Name of the person to contact in case FIU Curagao has questions regarding a submitted
report or registration matters.

Email* : Fill in organization email (must be unique within goAML), can be equal to primary (admin) user
email. The email address provided here is where the following emails will be sent:

e Registration Confirmation
Notification if the registration has been accepted or rejected
Notification of a new Change Request (if a user submits a request to change the details of an
Organization)

e Notification if a change request has been accepted or rejected

e Notification of a new message in the message board

URL : Fill in organization webpage.

Note: Do not refresh the page as the contents of the form will be lost.

2.1.1.1. Phones (of Organization):

In order to add the phone, you must first ensure the validity of the parent form.
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Select the o button to add a new Phone. If the parent form is invalid, the Phone dialog does not open.

The invalid fields are highlighted in red to show what needs to be done before you can continue.

Registering Organization

Organization Business Type* | ‘Yes ® No

Legal Name* | acronym

Chamber of Commerce |
number*

Swift/Bic

Commercial Name*® | Incorporation Legal Form w

Incorp. City

Incorp. Country [ ~ | Mame of hoiding company

Contact Person* | | Email®

missing missing
URL

Phones &5

Addresses c}

After you fill out the parent form, you can enter data in the Phone dialog by clicking on the o button to
add a new Phone.

Phones
Phone
Contact Type® w Comm. Type* w
Country Prefix® Number*

Extension Comments

EREEN

Contact Type* : Select from dropdown list respective contact type, such as Business.

Comm. Type* : Select from dropdown list respective communication type, such as Landline.
Country Prefix* : Must be between 1 to 4 digits, international country dialing code.
Number™* : Respective organization phone number.

Comments : Disabled.

Click on the Add button to add the Phone entry.
You can add additional phone entry associated with your reporting organization or person by clicking on the

o (plus) button. The phone records will appear in a grid on the Registration form.

You can delete any phone entry by clicking on A (X) button.
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2.1.1.2 Addresses (of Organization):

In order to add the addresses, you must first ensure the validity of the parent form.

Select the o button to add new Addresses. If the parent form is invalid, the Addresses dialog does not

open. The invalid fields are highlighted in red to show what needs to be done before you can continue.

Registering Organization

Organization Business Type* Qi Ernsnchl ‘es ® lo

Chamber of Commerce
number*

| Swift/Bic

missing
| Incorporation Legal Form

Legal Name® | | acronym

Commercial Name= v

missing
Inearp. City

Incorp. Country | - | HName of holding company

Contact Person® | | Email”

missing missing
URL

Phones £3

Addresses £

After you fill out the parent form, you can enter data in the Addresses dialog by clicking on the i button
to add a new Address.

Addresses

Address

Type® | - Address®

Town City™

Zip Country® |CURA(;AO v

State Comments

E3EDTD

Type* : Select from dropdown list respective address type, such as Business.
Address* : details like street name, house number etc.

Town : Name of the town.

City* : Name of the city.

Country* : Name of the country of residence, default set to CURACAO.

Zip : The Zip Code of the city.

State : Name of state.

Comments : Disabled.
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Click on the Add button to add the Phone entry.

You can add additional Addresses associated with your reporting organization or person by clicking on the

o (plus) button. The phone records will appear in a grid on the Registration form.

You can delete any phone entry by clicking on X (X) button.

Note: Do not refresh the page as the contents of the form will be lost.

2.1.2. Person as part of Organization reqistering (RE Admin)

The second part of the form is the Registering Person, which captures the details of the Reporting Entity
Administrator (RE Admin). Once the registration is finalized, you will have the RE Admin user role and

permissions to manage the organization and the users.

Registering Person
User Name™ Email*

Password® Confirm Password™®

Gender | Title

First Name* Last Name*

Birth Date* ID Number®

Nationality | ©ccupation

7
Passport? ® No Yes

Phones £

Addresses )

Note: fill out all fields, not only the mandatory ones!

User Name* : The login name you want to use (between 4 and 50 characters ).

Email* : The email address you want to use for communication with FIU Curagao goAML. Can be equal to
organization email. The email address provided here is where the following emails will be sent:

e Registration Confirmation

¢ Notification if the registration has been accepted or rejected

¢ Notification of a new Change Request (if a user submits a request to change their personal
details)

¢ Notification if a change request has been accepted or rejected

o Password reset link (if the user forgets their password)

o Password reset confirmation (if the administrator has reset the users password to a new
random password.)

Password*/ Confirm Password™* : The password you want to use for your login.

Must meet the following requirements:
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e Must be at least 10 alphanumeric characters long.

e Must contain a number.

e Must contain a special character such as | @#$%&*...

e Must contain a capital letter.

o The last 3 passwords are remembered and cannot be reused.

o Password expires every 90 days.
Gender : Select from dropdown list and is implied mandatory.
Title : Fill in respective title ( Mr., Mrs, Miss...) and is implied mandatory.
First Name*/ Last Name™ : Reporter legal name.
Birth Date™ : Type the date with format DD/MM/YYYY into the field or select date using the calendar pop-
up (Z).
ID Number* : Fill in national ID number (If sedula format is YYYYMMDD##, where ## is your 2 sequence
numbers).
Nationality : Fill in current nationality and is implied mandatory.
Occupation: Fill in current occupation and is implied mandatory.
Blank : Disabled
Passport? : Choose No or Yes.

Yes :

7
Passpart? Na ® Yoo

Passpart Number* Passport Country v

Passport Number™ : Fill in passport number.
Passport Country : Select from dropdown list.
Phones (of reporting person): Please refer to 2.1.1.1. above.

Addresses (of reporting person): Please refer to 2.1.1.2 above.

Note: Do not refresh the page as the contents of the form will be lost

2.1.3. Attachment, Captcha and Form Submission.

The final section of the form allows you to upload all required attachments documents and submit form.

Click on the Upload button and browse for respective file to upload. Repeat for multiple file upload.
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Attachments

File Name. File Size

Attach the following mandatory documents:
o Recent certified excerpt from the Chamber of Commerce of Curacao for your organization and legal
representative if applicable.
o Copy of a valid identification document of the Legal representative(s) as well as company director.

o Copy of a valid identification document of the Compliance Officer(s).

Once you are ready to submit the form, you should enter the CAPTCHA code and press Submit Request.

If the CAPTCHA is not legible or has expired, press the reload button to the right of the image to

generate a new code

Note: Do not refresh the page as the contents of the form will be lost

Once the registration form has been submitted, a notification will appear on screen and the notification of
the entity registration will be sent to the entity email and the notification of the person (RE Admin)
registration will be sent to the person email provided in the form.

On screen notification:

-
Registration info has been submitted %

1 Return to

Registration info has been submitted fanhase

Please wait for notification of
acceptance/rejection by email. Your
request has been given the following
reference number: RE_RP000174-29 AUG
2020

Email notifications for submission:

FlU:Registration info has been submitted, Reference Number: : RE_RP000115-06 MAY 2020 fnox « X 8|

GOAML Workflow <gosmi@fiscuracao.ci> 652AM(Imincteage) Yy &

tome ~

Thank you for registering on the FIU goAML system. Your request has been given the following reference number: RE_RP000115-06 MAY 2020

GOAML Workflow <gosmi@fiscracao.cu= 652AM(Imindteage) Fr 4
tome ~

This email address has been provided as contact for  new reporting organisation registered on the FIU goAML system. Please wait for notification of acceptancelrejection by email. Your
request has been given the following reference number. RE_RP000115-06 MAY 2020
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Once the registration has been accepted or rejected, another email notification will be sent to the

corresponding email , person of Reporting Entity.

FIU:Request for account accepted inbox x L
goAML Workflow <goaml@fiucuracao.cw> 1200 PM (3 minutes ago) Yy 4
tome v

Your request with ID number "RE_RP000059-20 APR 2020" has been accepted. You may now log in to the website
using your credentials entered during registration.
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2.2.Register as Person or Individual

A Person can register as an individual or as a user of an existing reporting entity.

If you are registering as an individual, select the Individual User check box. The form will reload and the
Organization ID field will be pre-populated with two(2), disabled and cannot be changed.

&9 FIU Curacao -

Registration Type

gistering 85 an mOiidual net belanging Lo 3N organzETON, S e enter your personal detas

Registering Person

Organization 1D 5
User Name Email®

Password* Confirm Password:
Gender v e

The remainder of the form is the same as for registering as Person.

&9 FIU Curacao B

Registration Type

Piase select i you ane registering as an mdividusl not belfanging to an organization, and then enter your personal detists:
O tfviciual User

Registering Person

Organization ID*

User Name* Email*
Password® Confirm Password®
Gender v | Title
First Name* Last Name*
Birth Date” 1D Number*
Mationality ~ | Oceupation
ki ® o Yes

Phones &3

Addresses £

Attachmants
File Name File Size

Note: Fill in all fields.
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Organization ID* : Your Organization ID will be provided to you by your RE Admin The Organization ID can

be found in the reporting portal at menu My GOAML = My Org Detail.

MY GOAML ~

Change Password

My User Details

My Ovg Details

User Name* : The login name you want to use (between 4 and 50 characters ).

Email* : The email address you want to use for communication with FIU Curagao goAML.

Password*/ Confirm Password™* : The password you want to use for your login.

Must meet the following requirements:

Must be at least 10 alphanumeric characters long.

Must contain a number.

Must contain a special character such as !@#3%&*...

Must contain a capital letter.

The last 3 passwords are remembered and cannot be reused.

Password expires every 90 days.

Gender : Select from dropdown list and is implied mandatory.

Title : Fill in respective title ( Mr., Mrs, Miss...) and is implied mandatory.

First Name*/ Last Name™ : Reporter legal name.

Birth Date™ : Type the date with format DD/MM/YYYY into the field or select date using the calendar pop-

up ().

ID Number* : Fill in national ID number (If sedula format is YYYYMMDD##, where ## is your 2 sequence

numbers).

Nationality : Fill in current nationality and is implied mandatory.

Occupation: Fill in current occupation and is implied mandatory.

Blank : Disabled

Passport? : Choose No or Yes.

Yes :

Passport?

Passport Mumber®

Mo ® ‘s

Passport Country L ]

Passport Number™ : Fill in passport number.
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Passport Country : Select from dropdown list.
Phones (of reporting person): Please refer to 2.1.1.1. above.
Addresses (of reporting person): Please refer to 2.1.1.2 above.

Note: Do not refresh the page as the contents of the form will be lost.

Attachment and Captcha

The final section of the form allows you to upload all required attachments documents and submit form.

Click on the Upload button and browse for respective document to upload. Repeat for multiple file upload.

Attachments

File Narne File Size

Choose File | No file chosen

Attach the following mandatory document:

o Copy of a valid identification document of the registering person.

Once you are ready to submit the form, you should enter the CAPTCHA code and press Submit Request.

If the CAPTCHA is not legible or has expired, press the reload button to the right of the image to

generate a new code

Once the registration form has been submitted, a notification will appear on screen and the notification of
the person registration will be sent to the person email provided in the form.

On screen notification:

Registration info has been submitted x

Return to

Registration info has been submitted faeees

Please wait for notification of
acceptance/rejection by email. Your
request has been given the following
reference number: RE_RP000115-06 MAY
2020
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Email notifications for submission:

FlU:Registration info has been submitted, Reference Number: : RE_RP000115-06 MAY 2020 Inbox & |

goAML Workflow <goami@fiucuracao cw> 6:52 AM (1 minute ago) Y7 4

tome -~
Thank you for registering on the FIU goAML system. Your request has been given the following reference number: RE_RP000115-06 MAY 2020

goAML Workflow <gosmi@fiucuracao cw= 652 AM (1 minuteago) Yy &

tome »
This email address has been provided as contact for a new reporting organisation registered on the FIU goAML system. Please wait for noification of acceptance/rejection by email. Your

request has been given the following reference number: RE_RP000115-06 MAY 2020

Once the registration has been accepted or rejected, another email notification will be sent to the

corresponding email , person Reporting Organization.
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2.3.Creating Delegates

Itis possible to associate two reporting entities so that one can report on behalf of the other. This is called

Delegation.

The Delegating Reporting Organization is the organization that allows another organization to submit
reports on their behalf. The reports do not have to be submitted by the other organization; users for the

Delegating Organization can still log in and submit reports.

The Delegated Reporting Organization (or Delegate) is the organization that has been given the authority of
another to submit their reports. A delegated reporting organization can read and send messages on behalf

of the delegating organization via the message board and manage its users.

To create a delegation relationship between two organization, both organizations must be already
registered in goAML application. You will be needing the Organization ID of the organization that will

become the Delegate.

To obtain an Organization ID of the an organization login as RE Admin for the Delegate organization and go
to menu My GoAML = My Org Details.
MY GOAML ~

Change Password

My User Details

My Ong Deetails

The Organization ID will be shown in the top left of Registering Organization form.

Registering Organization

Change Delegation
Organization 1D 14 Delegate Organization ID

Organization Business Type* | facinn v | isfinancial var @ na

To setup delegation log in as the RE Admin of the organization that will be Delegating.

Go to menu and select My GoOAML = My Org Details.
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MY GOAML

Change Password

My User Details

My Ong Deetails

The details of the organization will be shown in the Registering Organization form

Registering Organization

Change Delegation
Organization 1D 14 Delegate Organization ID

Organization Business Type® | facinn v | isfinancial Ver [ ain

The Delegate Organization ID field is initially disabled and empty.
Selecting the Change Delegation checkbox will open a prompt.
i unvwin188 says

Are you sure you want to change delegation?

|
Click OK

The checkbox is selected and the Delegate Organization ID field is enabled.

Enter the value for the Delegate Organization.

Registering Organization

Change Delegation ¥/
Organization ID 14 Delegate Organization ID 123

Organization Business Type* | Cocing v |_is financial = N

Click Submit Request at the bottom of the form. This will create a change request that needs to be approved
by FIU Curagao. Once the change request is approved, the delegation will be created.

Once a delegation has been created between two reporting entities, the behavior of the login process is
augmented for the Delegated Reporting Organization.

If you login as the user of a Delegated Organization, you will be presented with an option to change which
Organization you are logged in as.

A drop down box is displayed with the reporting organizations name and all of the Delegating organization

that you have delegated to the current organization.
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FIU Curagao

Select a reporting entity for this session.

General el LOGIN >>

If you select one of the other delegating reporting organization and then click login, you will be logged in as
that Organization for the duration of the session until you log out.

The top right of the web app shows the username in brackets and the organization that they are logged in
for in bold.

In the example below, the user general for reporting organization General selected a delegating
organization C Casino B.V.

When you fill out a web report the Reporting Organization ID, which is sent with the report is determined by
which organization you are logged in as. You can only read and send messages for the organization that you
are logged in as.

& FIU Curacao

NEW REPORTS ¥ DRAFTED REPORTS v SUBMITTED REPORTS ¥ MESSAGE BOARD {(0) MYGOAML v STATISTICS ADMIN ¥ HELP
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3. Passwords

The password that is associated with a user account can be changed, recovered and expired.

3.1 Change Password

You can change your password at any time directly in the web application, providing you know your existing

password.

Once you are logged in go to menu MY GOAML-> Change Password
Enter your existing Password and the new password in the New Password and Confirm New Password input
boxes respectively.

Click on Change Password button for change to take place.

Change Your Password

Password:
New Password!

Confirm New Password:

Change Password || Cancel

3.2 Forgot Password
In order to retrieve a forgotten password:

Click the Forgot Password button on the login screen.

0 FIU Curacao

gn in with your username and password. If
t have a username and password you have

to register befare logging in.

L-se' MName

LOGIN > =
e e

Fill out the User Name and Email address for the account you wish to reset the password for, enter
CAPTCHA code and click Submit button.
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Reset Password Request

User Mame:

Email:

An email similar to the one below is sent to the user.

A request to reset your goAML password was created. Please click on the following link to reset your password:
http://www.mygoamlsite com/Account’pwLink/'8d48a9d9-b21f-4afl-9cea-1ac905b27b59

If vou did not make this request, please contact vour FIU immediately.

Please do not reply, this is an automated message.

The link will take the user to the following screen where they must supply their User Name, Email, New
Password and Confirm New Password.
Select Change Password for the changes to take effect.

User Name:
Email
New Password:

Confirm New Password:

Change Password || Cancel

Note: If the user cannot recall their username or email address associated with their account, they must

contact the FIU Curacao.

3.3 Reset Password

Login as RE Admin and go to menu ADMIN - Active Users grid, select a user and click - Reset Password
button.

This creates a new random password and emails it to the user.

When the user then logs in with this new password they will be redirected to the Change Password screen
where they must change their password before continuing to use the system.
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Contact Info

FIU Curacao
Phone: +5999 4626588
Email: gopAML@fiucuracao.cw

Website: www.fiucuracao.cw

goAml contact persons:
Mr. Sherwin Nisia

Mrs. Marsha Henriquez
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